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Check out these real phishing emails to learn the warning signs.

Microsoft Email Clues
1. Do you recognize this sender?
Were you expecting to receive this file?

Do you know where this link leads?
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Impersonates Microsoft to establish legitimacy.

From: Microsoft OneDrive <nofification@office come
Subject: A User Shared 2 Files With You Via OneDrive

Hello User,
You have two (2} files awaiting review on OneDrive Cloud

Review awaiting file(s) below:

OneDrive Awaiting File(s)

Payment_advice pdf . 185 kb

Inwoice. pdf 272 kb

Date: April 3, 2020

Review Awaiting Files

B® Microsoft

CONFIDENTIALITY NOTE:

This transrission may contsin confidential and’or privileged information. This information is
intended for use by the individual or entity. If you are not the intended recipient, be sware that
any dischosures, copying, distribution or uss of the contents of this information is prohibited. If
you have received this fransmission in error, please notify this office mmediatehy.

Microsoft Email Clues
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Do you recognize this sender?

Impersonates Microsoft to establish legitimacy.
Personalized to grab your attention.

Appeals to urgency.

Do you know where this link leads?

From: secunty@microsoft.com
Subject: Undelivered Messages

] Office ‘

Your messages couldn't be delivered.

Microsoft found Several Undelivered Messages

User

Action Required ' Office 365

Sever Congestion

09/19/2024

How to Fix It

Retype the recipient's address, then resend the message - if
you're using Outlook, open this non-delivery report message and
click Send Again. In Outlook on the web, select this message, and
then click the "Send Again™ link located just below the message
preview.
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Was this helpful? Send feedback to Microsoff
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Remember, you are the last line of defense against phishing. a
IF YOU RECEIVE A SUSPICIOUS EMAIL, REPORT IT IMMEDIATELY. Rep‘ort
Phishing

Information Security & Privacy is Everybody's Business
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