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Webinar Guidance

*  Q&A session at the end of the presentation:
- Use the "Raise Hand” feature to speak or ask a question O

verbally. r'\l |q
- Post your guestions in the Q&A section. @

 This Information session will be recorded and shared ALGONQUIM
: : E
with the College Community for future reference
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° Who are we?

- What are the most common cyber-threats and
how to defend against them?

- Cyber Hygiene: Everyday Practices for
Staying Safe Online

. Cybersecurity resources

. Closing Remarks
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Who Are We? =

Where are we?

The Information Security & Privacy (IS&P) is a dedicated team within the Information Technology Services
(ITS) Department at Algongquin College located in the C Building — DARE District in the Ottawa Campus.

What is our Mission?

®* To identify, assess, and manage information security and privacy risks to protect the College’s digital
assets and personal information.

Information Security Unit Privacy Office
* Information Security Assessments: Evaluating the security posture « Support the College in collecting, using, and disclosing personal
of our digital environment. information, ensuring compliance with laws and regulations
« Information Security hardening & maturity: Securing the College’s « Liaise with Federal and Provincial Privacy regulators.
assets and enhancing practice maturity. « Advisories on Privacy: Guidance on privacy-related questions.
« Developing policies & compliance: policies, directives, standards,  Promoting a Culture of Privacy: Encouraging data privacy best
and guidelines to ensure the security of the College’s digital assets. practices.
* Incident Detection and Response: Identifying and responding to - Data Breach Response Support: Assisting in a data breach.
cyber security incidents.  Legal and Regulatory Updates: Keeping the College informed about
« Awareness Training Program: Educating the College community on relevant laws and access requests.
cyber security best practices.  Awareness Training Program: Educating the College community on
best practices for privacy.

Information Security and Data Privacy is everybody’s business
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Agenda:

WHAT IS PHISHING?

PHISHING TECHNIQUES

Building Phishing Awareness
Defense Strategy

Phishing Detection & Response

Implementing Best Practices



UNDERSTANDING PHISHING TECHNIQUES

* PHISHING ATTACKS COME IN VARIOUS FORMS, INCLUDING:
« EMAIL
e SPEAR PHISHING
* SMISHING (SMS PHISHING)
* VISHING (VOICE PHISHING)

e CLONE PHISHING



IMPACT OF PHISHING ATTACKS

* FINANCIAL LOSSES
* DATA BREACHES
e REPUTATIONAL DAMAGE




BUILDING P
AWARENESS

1S

INI€

EDUCATING EMPLOYEES ABOUT
PHISHING THREATS IS CRUCIAL.

A CULTURE OF AWARENESS CAN
SIGNIFICANTLY REDUCE THE RISK




PHISHING DETECTION & RESPONSE (RESOURCES)

L Show In immersive reader

| DENTIFY & D FTECT: @ Open in new window

e HTTPS://TOOLBAR.NETCRAFT.COM il M

e HTTP://WWW.PHISHTANK.COM

CONTAIN, GATHER MORE INFO, HEADER ANALYZE (SPF , DKIM)

e HTTPS://MXTOOLBOX.COM/EMAILHEADERS.ASPX cipher=TL5_ECDHE_RSA '-” TH_AES_256
ransport; Mon, 23 _:; 08:57:30 +I
o HTTPS://WWW.IP2LOCATION.COM/FREE/EMAIL-TRACER \uthentication-Rest 5pf=- ,,..H

Emtp.n H|ITrul|r|--‘"aI-—| Com;
header.d=zscaler.con;dmarc=pas au::ti-:::-

e HTTPS://CENTRALOPS.NET/CO/EMAILDOSSIER.ASPX

e ERADICATE:

e REPORT PHISHING USING MAIL CLIENT SERVICE, DELETE THE EMAIL, SAME PROCESS FOR GMAIL & YAHOO &
HOTMAIL


https://toolbar.netcraft.com/
http://www.phishtank.com/
https://mxtoolbox.com/EmailHeaders.aspx
https://www.ip2location.com/free/email-tracer
https://centralops.net/co/EmailDossier.aspx

IMPLEMENTING DEFENSE
STRATEGIES, BEST PRACTICES

e ORGANIZATIONS SHOULD ADOPT A MULTI-LAYERED APPROACH TO DEFENSE AGAINST PHISHING.

THIS INCLUDES USING :

EMPLOYEE TRAINING
REGULAR PHISHING AWARENESS TRAINING

TECHNICAL DEFENSES:
MFA
EMAIL FILTERING AND ANTI-PHISHING TOOLS
AUDITING & CONTINUES MONITORING
USING SECURE EMAILING SYSTEM (HTTPS://RMAIL.COM/APPS/RMAIL-ONLINE



https://rmail.com/apps/rmail-online
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Common Cyber-Threats

Defending Against P

1 From: Algonguincollege E-Signvia-DocsOnline <hrid@prosecurity.in>

Subject: Document is Ready for  Your email address@algonguincollege.com

You don't often get email from hrid@prosecurity.in. Learn why this is important

AC ITS Caution: This email originated from an external sender. Be careful of phishing attacks.
Security Tip of the Month: In the year 2024, make it a new year resolution to create a strong password or
passphrase with a minimum of 12 characters, including numbers and symbols.

DocuSign

TN ENIAERCER RG]y Your email address@algonguincollege.com

VIEW COMPLETED DOCUMENT

Confidentizl information intended only for the use of the individual or entity named above. If you have received this as error, please notify the sender
immediatzly and delete from your email. any unauthorized disdosure, copying, distribution, or use of the information contained in this fax iz stricthy
prohibited.

2 HIRE IMMEDIATELY

Ishing - Examples

"Receive Your Funds: Verification Required to Avoid Freezing"

4
@ Support Department <info@indemnitysupport = G969 ||| &

To 9/10/202

07202

@Ifthere are problems with how this message is displayed, click here to view it in a web browser,
Click here to download pictures. To help protect your privacy, Outlook prevented automatic download of some pictures in this
message,

You don't often get email from info@indemnity.support. Learn why this is important

Dear Customer,

We would like to inform you that in our system were registered transfers that do not correspond to our verified
data. After verification it was found out that a group of fraudsters illegally used your data for their illegal
maoney transfer purposes.

We inform you that the British Financial and TAX authorities have approved the receipt of all illegal funds from
this account, which was registered in your name. The entire amount of 175.700 EUR is ready to be sent to your

account in any currency.

Personal Manager:
WhatsApp: +44 7518 551029

Login Wallet]

To receive all assets you need to be verified and also provide details of where you want receive your money.
The infermation must be provided within 28 days or all assets will be frozen.

FW: JOB OFFER LETTER

Algonqguin College
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5 Update Access Permissions

4
° Security Assistant <anil.raghuwanshi@sysnetglobal.com= GO 92|

To 9/13/2024
@ If there are problems with how this message is displayed, click here to view it in a web browser,
You don't often get email from anil.raghuwanshi@sysnetglobal.com. Learn why this is important
AC ITS Caution: This email originated from an external sender. Be careful of phishing attacks.

Security Tip of the h: Are your I it ? Before itting d ts to ther party, ider the
sensitivity of the infor ion you are attaching and whether you need to take additional steps to protect it. Safeguards

such as p 1 p ing the d (s), encrypting the email, or using a secure link to share access instead of

directly attaching the r 1s(s) are all ways you can ensure you are being a responsible information steward!

Office-365

Hello dehghaa@algonguincollege.com,

Your password is due for update today.
You can change your password or keep password .

Keep Active Password

Algonguincollege Service

AC ITS Caution: This email originated from an external sender. Be careful of phishing attacks.
Security Tip of the Month: Only use kp pp third-party ion and icatie for work-related
ication when icating with or about work-related matters. This includes things like messenger clients,
video chat, and email accounts.

=4

g A
Legitimate student ~ @algonquinlive.com > D99 2 @ RRRSEASR S .

9/5/2023 7/26/2024
To O AU £ 2bf 20

**Legitimate Name** shared a file with you

Here's the document that *Legitimate Name* shared with you.

. o ) . @This message was sent with High importance,
During this time that we are in, working from home would be great. Therefore, you have been
offered a campus employment office Job Opportunity at the convenience of your home or school, {;ngﬁE"E“E"D'E” s
which serves as a gateway to pay all expenses incurred on campus. This opportunity should be ’ G “Rendom Document
done at Ie_|sure taking at most 2 hr: fday,2-3 t|me5 a week a_nd earn $450 Weekly_ It is a Flexible Kindly find attached for your job offer letter corresponding document name
Opportunity where you will determine your working time. Click here to ENROLL NOW Best Regards it e et

Raynaldo Marchalleck
Open

Job Placement And Student Services

Privacy Statement
This email is generated through *Company* use of Microsoft 365 and may contain

content that is controlled by *Company*




Common Cyber-Threats
Preventing Ransomware Attacks

What is Ransomware?
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Ransomware is a type of malware which prevents you from accessing your device and the data stored on it,
usually by encrypting your files. A criminal group will then demand a ransom in exchange for decryption.

How does Ransomware work?

® Initial Access and deployment:

® Gain access to your network and
plant malicious encryption
software.

® Encryption:

® Malware is activated, locking
devices and causing the data to
be encrypted

® Extortion and communication:

® Notification explaining the
ransom demand to unlock your
computer or regain access to
your data.

Ransomware infection factors

N o Ok bR

Phishing

Malvertising

Weak Passwords

No Multi-Factor Authentication
Unpatched Software and Systems
Insecure Remote Access

Lack of Network Segmentation

Should | pay the ransom?

Law enforcement does not encourage,
endorse nor condone the payment of
ransom demands. If you do pay the
ransom:

® there is no guarantee that you will
get access to your data or computer

® your computer will still be infected
® you will be paying criminal groups

® you're more likely to be targeted in
future

For this reason, it is important that you
always practice cyber-hygiene measures
that will allow you to stay safe

2L
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Common Cyber-Threats
Protecting Against Data Breaches

Ransomware: "your data held hostage” Trojans: "soldiers that steal”
It locks users out of their computer or Seek to discover information, like
data on drives until they pay, generally  financial details. They can bring in other
via cyber-currency, to get a key. friends like malicious code, It can also

be used to take over resources to

A Risks: Critical data loss or launch attacks against other devices.
operational shutdown unless a ransom is
paid. Even if you pay, there is no ARisks: Creates a hidden backdoor to
guarantee of data recovery access systems, allowing theft of data or

further attack
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Common Cyber-Threats
Protecting Against Data Breaches ....contd.

Social Engineering: Hacking the Password Cracking: "Breaking the

human minds” Vault"

Manipulating people into giving away ~ EXploiting weak password to gain

sensitive information through deception. unauthorized access to systems and
data.

A\ Risks: Unauthorized access to A

sensitive data through human error, Risks: Full access to systems, leading

leading to data breaches or financial to data breaches, identity theft and

lossS. unauthorized transactions.
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Personal Data Hygiene
Everyday Practices for Staying Safe Online

Cyber or data hygiene describes the routines
and habits you use to safeguard your
personal information from malicious activity
such as theft and cyber-attack.

a
Manage your digital footprint
Think before you click

Use secure wi-fi networks
Don’t leave your devices unattended

Good cyber hygiene keeps you and your
personal information secure against new and
emerging threats. Stay diligent!




Cyber Hygiene: Everyday Practices for

Staying Safe Online
/Whatis MFA? \

Multi-factor Authentication (MFA) requires two or more verification
steps to log in, such as:

« Something you know (Password, PIN or an answer to a secret
guestion)
« Something you have (Phone, App, Smart Card, Token)

« Something you are (Fingerprint, Face ID)
« Somewhere you are (Location)

ﬁRisks of not enrolling in MFA \

« 80% of data breaches happen because of weak or stolen
passwords. Without MFA, your account can be hacked in
seconds.

« ldentity Theft: No extra security means it's easier for attackers to
Impersonate you and steal personal information

« Loss of Sensitive Data: Not using MFA exposes your private

\ emails, photos, and documents to potential hackers.

/
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/Benefits of MFA?

« Stronger Security: Even if your password is compromised,
attackers can't access your account without the second factor.

« Protection from Phishing: Phishing attacks target passwords,
but MFA ensures additional protection by requiring extra
verification.

« Stops Unauthorized Access: Prevents hackers from accessing

\ your accounts, even if they have your password from data

~

breaches.
/How to set up MFA?
Guides and MFA Resources can be found through the links below:
« Multifactor Authentication (MFA) and VPN Support for Students -

ITS (algonguincollege.com)
« How to set up the Microsoft Authenticator App (site.com)

If you have any problems setting up your MFA, ITS Support is
Wailable Mon-Fri 7:30 am — 5:00 pm.

~

/

MFA will be required to all student accounts by November 2024, Sign up Today!!!

2L



https://www.algonquincollege.com/its/vpn-help/
https://www.algonquincollege.com/its/vpn-help/
https://algonquincollege.my.site.com/myACSupport/s/article/How-to-set-up-the-Microsoft-Authenticator-App
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Cyber Hygiene: Everyday Practices for
Staying Safe Online

What is cyber-hygiene?
Cyber hygiene refers to the habitual practices that keep your digital life safe, like how personal hygiene protects your physical health.

/Importance of cyber-hygiene for Leaners A /Why It matters? A
« As a student, your online life involves sharing personal data « Personal responsibility: You are the first line of defense in
(academic, financial, and social). protecting your data.
« Poor cyber hygiene can lead to identity theft, data breaches, * As everyone plays a role in protecting the security of the
\_ or loss of sensitive information. - K College, your actions matter. j
B Passwords & Endpoint = Data
Do not share your Update your software Back Up your Data
password regularly
- Be cautious with unofficial Use secure networks to
Enable Multi-factor L access sensitive information
Authentication apps and permissions.
Regularly change your Install Security Software Verify before you trust

password (<90 Days)




Cybersecurity Resources

Free Cybersecurity Tools

b Passwords E Endpoint
Antivirus

Password Managers

KeePass One
‘j AVG
_Anti-Virus

bitwarde
Free Cybersecurity Resources

Canadian Resources \

« Get Cyber Safe: Guides on protecting your devices and
recognizing phishing.

« Canadian Anti-Fraud Centre: Info on phishing and identity theft
protection.

N

Ontario Cybersecurity Centre of Excellence for basics to

Q Avast
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il

Data
VPNSs

~roton VPN

@ Windscribe

pe

recognize and counter threats and tips for securing information./

N

International Resources

StaySafeOnline.org: Tips on securing your devices and
data.

HavelBeenPwned.com: Check if your email/phone was in a
data breach.

Cyber Aware: Advice on securing accounts and staying
protected from online threats

/

2L



Closing Remarks

Network

Strong Passwords Segmentation

Least privilege
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Maximizes damage by encrypting
as much data as possible

Lateral
movement

| ®

Privilege
escalation

UDDDD

)
)

e
Ak
;@

> Up to date
@)} Malvertising ) @)} RDP )

@ Software
@j Livingoﬂtheland)

(IE Phishing ) (.—QE Crgéglnet'i‘als ) ( Pentestingtools)
Exploit of Additional
Phishing Awareness @ (l@l Vulneé%lc:elstc)ervica @:\ malwar:elgrnoappedD
/ Reporting
N @ )
—— AL
Endpoint e N
e Security ‘ ’
Software

Victim clicks on link
infecting device

Security tools
Backup and Recovery

(@

2,

Ransomware
deployed

)

|f'/\_l, Data exflltratlon

s

Attacker demands ransom
payment threatens to
post the data online
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/Key Takeaways \
« Stay Informed: The cyber-threat landscape is constantly evolving. Stay updated on the latest threats and

trends.
 Be Proactive: Implement the best practices and defenses we’ve discussed to protect yourself and your data.
 Practice Cyber Hygiene: Incorporate everyday habits that enhance your online safety.
\- Use available Resources: Take advantage of the shared cyber security resources available to you. /

What’s next?
 Weekly awareness Newsletters: Providing valuable tips, updates, and insights to help you stay secure online.

 On-Campus Booths

v Perth Pembroke Ottawa
. Date: Thursday, Oct. 3, . Date: Thursday, Oct. 10, . Date: Thursday, Oct. 17,
2024 2024 2024
. Time: 12 p.m. to 1:30 p.m. . Time: 12 p.m. to 1:30 p.m. . Time: 12 p.m. to 1:30 p.m.
. Location: Student . Location: Student . Location: Marketplace Food
Commons — Room 128. Commons — Room 105. Court outside of Salon A

« Each event will feature freebies, interactive Q&A sessions and essential best practices to help you
become a digital guardian.
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Questions or Comments?

Visit our website:
https://www.algongquincollege.com/infosec/csam-2024/

Information Security & Privacy is everybody’s business

I o E


https://www.algonquincollege.com/infosec/csam-2024/
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